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BaosModuleConfig

1 Description
BaosModuleConfig is a configuration tool to customize the vendor specific data of Weinzierl KNX
BAOS modules. These settings are necessary for a correct device discovery by the ETS® Software.

2 Supported Modules

KNX BAOS Module 830
KNX BAOS Module 832
KNX BAOS Module 830.1
KNX BAOS 83x Chip

3 Installation

To run the BaosModuleConfig program, the Microsoft Visual C++ Redistributable Package for
Visual Studio 2019 (x86) is required. If it’s not already installed on the system an error message
like Figure 1 will appear on start. In this case the package needs to be installed on the system. It can
be downloaded from the Microsoft homepage (https://www.microsoft.com).

BaosModuleConfig.exe - System Error ﬁ

4 The program can't start because MSYCP120.dll is missing fram your
computer, Try reinstalling the program to fix this problem.

Figure 1: Missing Microsoft Visual C++ Redistributable Package error message

4 Qverview

# Baos Module Co nfig - Customize Tool for BADS Module

Menu bar ——{Fie view DeviceDsts  Tools Help
® BACS Module Address
= Dec v |Read ProgMode
Fun.
-
use Authorize
i3
Use authorize |12 34 56 78 Write new Key |FF FF FF FF
Tool bar —{¢
Properties
Read [F9] Write [F10] Log folder:
Device |KNX BAOS Module 830.1
Description Value Write Options/Notes Command
Manufacturer Id 00C5 O
Manufacturer Data FF FFFFFF O
Order Infe 4E 4F 4E 45 00 00 00 00 00 00 O
Hardware Type 0000 C508 0005 O
- Serial Mumber 00 C5 00 00 00 00 O [ Increment Increment
Main area
FDSK mmmm mmmm e em e m mm emm oo o oo —- - (only writeable] O [] Generate Randem Generate
ETS certificate
FDSK write lock state 00 (Unlocked) [t Caution! Locking is irreversible!

Figure 2: Overview
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4.1 Menu bar
|Fi|e View DeviceData Tools Help

Figure 3: Menu bar

The menu bar offers additional options:

- File—EXxit (Shortcut Alt+F4) Close the program.

- View—Access Port Configuration Show and configure the configuration of the
Interfaces.

- Device Data—Read (Shortcut F9) Read properties, see also section 5.4.1 Read.

- Device Data— Write (Shortcut F10) Write properties, see also section 5.4.3 Write.
- Tools—FDSK <-> QR Code Converter Opens a dialog to convert the FDSK to QR Code,
see also section 7 FDSK <-> QR Code Converter.

- Help—Help (Shortcut F1) Open the manual.
- Help—About Show the ‘About dialog’ for the
BaosModuleConfig program.
4.2 Tool bar
o Scan: Search for connected KNX interface devices of certain type

(refer to 5.1.1 Select Interfaces to scan).
The scan is executed automatically on application start.

* Discovered interfaces: All discovered KNX interface devices:
= Select or close an interface for the bus access.

Configuration: Display or hide a configuration view of an interface.

4.3 Main area

In this section (Figure 2—Main area) all necessary options to customize your KNX BAOS module
are shown and can be changed.
For more details, see 5.2 BAOS Module Address and following.

5 Configure a BAOS module

5.1 Establish a connection

To establish a connection to the KNX bus select a KNX interface device on the Tool bar. A tool tip
with the name of the device will be shown when you hover with the cursor over the icon.

A new port scan can be started by pressing the Scan button, which clears all ports and adds the
current ones.
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5.1.1 Select Interfaces to scan

Clicking on the button Configuration shows the ‘Access Port Configuration’ with a list of

supported interface types at the top. In this list the interface types to scan for, can be selected. The

behaviour of this Scan button is like the button in 4.2 Tool bar—Scan.

. hAeccess Port Configuration X
e ..\ —
- . Sc@an
Tun Access port types:
u
i KNX USB
&t KMNXnet/IP Routing
KMXnet/IP Tunneling
L " 192.168.1. 14 KNX IP Interface 732secure v
' Open Test
Security
Keying Project M| d
Property Value
Individual Address 15.15.250 = OxFFFA
Metwork Interface A...  192.168.1.11
Reg. Tunnel Individu... Any
Device Name KMXIP Interface 732 ...
[P Address 192.168.1.14
MAC Address 00 24 6D 01 AC9C
KMNXnet/IP Security S...
Secure KNXnet/IP M... [ ]
Secure KMNXnet/IP Tu... |[]
Server Port 3671
KMNXnet/|P Transport ... KMXnet/IP TCP
Uce MAT ]
TL Local Supported
Keyring Project
KMX Bus State Connected
Layer Link Layer
Max APDU Length 55
Media Types TP
Programming Mode |[]
Serial Mumber 00 C5 01 02 6E 38
Port Id 1
Port Type KMNXnet/IP Tunneling
Figure 4: Access Port Configuration

5.1.2 Port Configuration

At the bottom of the ‘Access Port Configuration’ (Figure 4) a list of properties of the selected KNX

interface will be shown. In normal operation it is not necessary to change anything here.
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All discovered interfaces can be selected on the drop down menu. Open or close a connection to the
selected KNX interface device with the respective button. With the Test button the established
connection can be checked and the result is shown on the left side of the button.

5.2 BAOS Module Address

The field ‘BAOS Module Address’ holds the KNX individual address of the KNX BAOS Module to
be configured. If the individual address of the connected KNX BAOS module is known, it can be
entered in the text field. The adjacent combo box allows to switch between decimal and
hexadecimal representation of the address.

BAOS Module Address

15, 15 . 255 | Dec ~ | |Read ProgMode

Figure 5: BAOS Module Address

Alternatively the individual address can be read from the device, when it is in programming mode.
To switch on the programming mode, see the datasheet of the used module.

On a click on the ‘Read ProgMode " button the individual address of the device will be read out of
the device and shown in a pop up window. On this window the programming mode can be switched
off by pressing Yes.

#ﬁ BaosModuleConfig

The Address has been read.

Device found:
Address dec = 15.15.2353
Address hex = OxFFFF

Do you want to turn off the LED?

es Mo

Figure 6: Read ProgMode

Now the discovered individual address of the BAOS module is stored into the address field.
When no or more than one device are in programming mode a pop up dialog will report an error.

s Exception X % Exception
e Mo device in programming mode e More than one device in programming mode
Figure 7: No device in prog. mode Figure 8: More than one device in prog. mode
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5.3 Authorize

Configuration data can be protected by authorization keys. Such keys are managed by the KNX
management system. It supports 4 access levels:

Level O: Reserved for system manufacturer, key is not public

Level 1: Reserved for device manufacturer, default key: 0x12345678

Level 2: Used by ETS, default key: OXFFFFFFFF (not protected)

Level 3: No key for unprotected data, e.g. reading the serial number of a device

Level 1 is protected just with a default key. This key can be used to configure the IDs for ETS
compatibility. The BaosModuleConfig Tool allows changing the key to any (non-public) value. The
KNX BAOS Module 820 does not support access protection.

If the check box ‘Use authorize’ is set, the tool uses the key in the edit box for authorization.

A new, user defined authorization key can be set by Enabling ‘Write new Key'. The new key will be
written when selecting the Write button on the Properties section (referring to 5.4.3 Write).

Authorize

[] Use authorize | 123455 7

oo
1
o
1]

iy
T
T
T
T
T
T
T
T
T

Figure 9: Authorize

5.4 Properties

Properties

Read [F9] Write [F10] Log folder:
Device |KNX BAOS Module 830.1

Description Value Write Options/Notes Command
Manufacturer |d 00 C5 O
Manufacturer Data FF FF FFFF O
Order Info 4E 4F 4E 45 00 00 00 00 00 00 O
Hardware Type 0000 C5080005 ]
Serial Number 00 5 00 00 00 00 O [ Increment Increment
FDSK Smmmmmmm e e e s em m em om oo - - - (only writeable]) O [ Generate Random Generate
ETS certificate
FDSK write lock state 00 (Unlocked) 1.1 Caution! Locking is irreversible!

Figure 10: Properties

5.41 Read

To read the current configuration data from a device just press the Read button (shortcut key F9).
After a while the property description and the actual values are shown, see Figure 10. All values are
hexadecimal notation.

If it is a BAOS module 82x or 83x by Weinzierl Engineering GmbH, the type is shown in the
Device field. If it is an unknown device, the data can’t be read and written.

By pressing the Read button again the properties will be read again, so all unwritten changes will be
lost.

The shown properties where from a BAOS module 830.1, other modules can also have less
properties.
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5.4.2 BAOS Configuration

Change the values of the properties to your needs corresponding to the usage of them.
The properties are used for:

- Manufacturer ID: This is a two byte identifier for the KNX manufacturer. The KNX
manufacturer code is assigned to KNX member by the KNX Association on request. The
manufacturer code is checked by ETS before starting a download.

- Manufacturer Data: This is manufacturer specific device information (e.g. manufacture
date). ETS will not evaluate this value.

- Order Info: This contains a manufacturer specific Order Information (e.g. name or order
number of the product). This value is read and shown by ETS in Diagnostic/Device Info.

- Hardware Type: This contains an identification number of the hardware. The highest octet
always is 00h, then the manufacturer id (e.g. 00h C5h) and then three octets of user
defined hardware number. This number should be unique for every hardware type. It can be
used by ETS to check whether an application is compatible with a specific hardware.

- Serial Number: This is the KNX Serial Number of the device. The two highest octets shall
be the manufacturer id and the next four octets are a device unique number. So every KNX
serial number is world-wide unique.

When Increment is checked, it increments the Serial Number by one after every write. The
Increment button also increments the value on every click.

- FDSK: This is the KNX Factory Default Setup Key of the device. This is only for devices
which supports KNX security. This property is only writeable so on every read it will be
rested to unknown.

When Generate Random is checked, it generates a random FDSK after every write. The
Generate button also generates it on every click.

- ETS certificate: This is the ETS Device Certificate, which is generated form the Serial
Number and the FDSK. This value is only for your information and read-only.

With the Export button an image as SVG can be exported.

- FDSK write look state: To protect the FDSK against future manipulation it can be locked,
when Write is checked. After that the FDSK can’t be written anymore. When this value is
00, than the FDSK can be written. Otherwise, when it is 01 the FDSK is locked.

A Be careful! This command can’t be undone!

A The FDSK must be locked prior sale to ensure the security of the module.

For more information about properties please refer to the KNX specifications.

Enter the new value as hexadecimal notation.
Every changed data will be highlighted blue until it is written to the device or module.

5.4.3 Write

Write the new values of the selected properties in the Write column into the KNX BAOS Module
by clicking the Write button (Shortcut key F10). Now all properties should be shown in black font,
unless it was incremented see Fehler! Verweisquelle konnte nicht gefunden werden. Fehler!
Verweisquelle konnte nicht gefunden werden., to indicate that the write process was successful.
If the authorization key is missing and the device needs one to grant write access, an error dialog
appears. Try to use the authorization key for the BAOS module, if necessary (refer to

5.3 Authorize).
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s Exc eption

Megative Response
Maybe authorize key required or sorne properties are read only

Figure 11: Negative Response, use key

If the authorization key is wrong, another error dialog appears.

Hy Exception
Megative Response
Maybe wrong key or some properties are read only

Figure 12: Negative Response, wrong key

5.4.4 Log folder

A folder can be selected here in which a logfile.txt will be generated. These logfile contains some
information about the written Serial Numbers, FDSK’s and ETS certificates. Also a subfolder

images is generated with the corresponding QR-Codes as SVG.

6 Automation

The configuration task can be automated and integrated in individual tools for production. The
BaosModuleConfig SDK allows the implementation of individual tools for configuration and test.

7 FDSK <-> QR Code Converter

% FDSK <->QR Code Converter

Serial number and FDSK

Serial number |IIIIZI C500000001

FDSK |I:I|:I 112233445566 778399 AABE CCDD EEFF
QR Code

Siring |ADCQAA -AAAEAB-CIRTIR-ARWMSAI-TGYLXT-G55370
Status Valid

Code

Figure 13: FDSK <-> QR Code Converter
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In this dialog the Serial number and FDSK can be entered to check the corresponding ETS
Certificate (QR Code—String). Or enter the ETS Certificate and check if it’s valid and also the
included Serial number and FDSK.

Furthermore the QR Code of the certificate is shown and can be exported as SVG via the Export
button.
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